
CRITICAL INFRASTRUCTURE 
PROTECTION: FACT VS FICTION 
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HYPER-EMBEDDED 
BORROWING	  OUR	  WAY	  TO	  VULNERABILITY	  
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HYPER-CONNECTED 
EVERYTHING	  WILL	  BE	  CONNECTED	  TO	  EVERYTHING	  
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TEMPORAL DISTANCE 
TOMORROW’S	  BLEEDING	  EDGE	  ADJACENT	  TO	  THE	  RUSTING	  LEGACY	  
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DIGITAL DISTANCE 
THE	  LOGICAL	  DISTANCE	  BETWEEN	  “CLICK”	  AND	  “MOVE”	  
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EMERGENT INTELLIGENCE 
BIRDS,	  FISH,	  WILDEBEEST	  AND	  MODERN	  INFRASTRUCTURE	  
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CONTESTED TERRITORY 
AIR	  GAPS,	  PREVENTION,	  ATTRIBUTION,	  UNICORNS	  AND	  OTHER	  MYTHS	  
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INTELLIGENT ADVERSARIES 
THEY	  HAVE	  THREE	  THINGS	  YOU	  DON’T:	  PEOPLE,	  MONEY	  AND	  TIME	  
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WHEN ADVANCED ISN’T 
SPREADSHEETS,	  PDFs	  AND	  NAKED	  CELEBRITIES	  
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HACKERS ARE FASTER THAN LAWS 
YOU	  CAN	  PRESCRIBE	  ACTION,	  BUT	  YOU	  CAN’T	  PRESCRIBE	  ATTITUDE	  
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CRIMINALS SHARE 
THEY	  DON’T	  HAVE	  RESTRICTIONS,	  CLASSIFICATIONS,	  RULES	  OR	  LIMITS	  
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THREE KINDS OF LIES 
INSIDER	  THREATS	  AREN’T	  ALWAYS	  OUTSIDERS	  
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BIG DATA IS OLD NEWS 
NO	  ONE	  KNOWS	  DATA	  LIKE	  SCADA	  KNOWS	  DATA	  
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THE AWARE PERSON SYSTEM 
PHYSICAL	  SECURITY	  |	  IT	  SECURITY	  |	  OT	  SECURITY	  |	  POLICY	  
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AUTOMATION IS HERE 
BUT	  YOU	  STILL	  NEED	  TALENTED	  PEOPLE	  
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SKILL MATTERS, BUT… 
EVEN	  THE	  BEST	  EXPERTS	  CAN	  STILL	  GET	  IT	  DANGEROUSLY	  WRONG	  
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INNOVATING TO DEPENDENCE 
TODAY’S	  NEW	  TECH	  IS	  TOMORROW’S	  SECURITY	  LIABILITY	  
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KEEP IT SIMPLE 
RELIABILITY	  THROUGH	  COMPLEXITY	  IS	  A	  TRAP	  
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GONE TODAY HERE TOMORROW 
FOREVER-‐DAYS,	  DEAD	  ENGINEERS	  AND	  CLASSIFICATION	  GAMES	  
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TIME, TOOLS AND MATERIALS 
RESILIENCE	  =	  BALANCED	  PREVENTION,	  DETECTION	  AND	  RESPONSE	  
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All	  images	  are	  	  Crea,ve	  Commons-‐licensed	  content	  for	  commercial	  use,	  adapta,on,	  or	  modifica,on.	  

Slide	  1	  -‐	  hhp://farm9.staScflickr.com/8233/8417927326_bb58649040_o.jpg	  
Slide	  2	  -‐	  hhp://www.flickr.com/photos/brown_family_album/4607229964/	  
Slide	  3	  -‐	  hhp://farm1.staScflickr.com/165/422247555_a65089d729_o.jpg	  

Slide	  4	  -‐	  hhp://www.environmentalgraffiS.com/news-‐abandoned-‐power-‐staSons?image=20	  
Slide	  5	  -‐	  hhp://www.flickr.com/photos/laurenmanning/5177323991/	  
Slide	  6	  -‐	  hhp://www.flickr.com/photos/mycoffeemug/5329285889/	  

Slide	  7	  -‐	  hhp://www.flickr.com/photos/coaxial/1993969503/	  
Slide	  8-‐	  hhp://www.flickr.com/photos/Sgergirl/2145639230/	  

Slide	  9	  -‐	  hhps://www.flickr.com/photos/spackletoe/90811910/	  
Slide	  10	  -‐	  hhp://www.flickr.com/photos/roland/5701551688/	  

Slide	  11	  –	  hhp://www.freedigitalphotos.net/images/ID-‐10064353.jpg	  
Slide	  12	  -‐	  hhp://upload.wikimedia.org/wikipedia/commons/c/ca/Stormtrooper_outside_County_Hall.jpg	  

Slide	  13	  -‐	  hhps://www.flickr.com/photos/psnh/8367806772/	  
Slide	  14	  -‐	  hhps://www.flickr.com/photos/thenakedalien/14518595346/	  
Slide	  15	  -‐	  hhp://farm1.staScflickr.com/8/10207629_60139a82b4_o.jpg	  	  

Slide	  16	  -‐	  Eric	  Arlington,	  Cascade	  River,	  WA,	  10/1/20007	  
Slide	  17	  -‐	  hhp://www.flickr.com/photos/jaypeg/3426418396/	  

Slide	  18	  -‐	  hhp://www.flickr.com/photos/32189044@N00/3634251274/	  
Slide	  19	  -‐	  hhp://www.flickr.com/photos/jmazzola1/8587324616/	  

Slide	  20	  –	  hhp://farm1.staScflickr.com/54/118429275_dc32c56596_o.jpg	  
h;p://www.swisscyberstorm.com	  

	  
	  
	  

PATRICK C MILLER 
CRISC	  CISA	  CISSP-‐ISSAP	  SSCP	  CEH	  NSA-‐IAM	  CVI	  

Managing	  Partner,	  Archer	  Energy	  SoluSons	  
patrick.miller@archerenergysoluSons.com	  |	  www.archerenergysoluSons.com	  

	  
EnergySec:	  Founder,	  Director	  and	  President	  Emeritus	  

patrick.miller@energysec.org	  |	  www.energysec.org@patrickcmiller	  	  
+1	  503.272.1414	  

21	  This	  presentaSon	  provided	  through	  EnergySec,	  a	  501(c)(3)	  nonprofit	  organizaSon,	  proudly	  supported	  by	  Archer	  Energy	  SoluSons	  


