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• 	  Iden6ty	  The:	  
• 	  Online	  Bank	  Robberies	  	  
• 	  Espionage	  	  
• 	  DDoS	  aBacks	  
• 	  Phishing	  	  	  
• 	  Spam	  	  
• 	  …	  	  

Impact	  of	  malicious	  so:ware	  (malware)	  
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Current	  Defenses	  
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file	  scan	  

sandboxing	  

URL	  blacklis3ng	  

Challenges:	  
• 	  code	  obfusca6on	  
• 	  <	  30%	  detec6on	  

Challenges:	  
• 	  malware	  agility	  
• 	  high	  TN	  rate	  

Challenges:	  
• 	  an6-‐sandboxing	  
• 	  scalability	  

focus	  mostly	  limited	  to	  
characteris6cs	  of	  malware	  files	  
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Research	  Statement	  

5	  

Radically	  improve	  the	  state-‐of-‐the-‐art	  of	  malware	  defense	  systems	  

My	  Approach:	  Hybrid	  Behavior-‐Based	  Defenses	  

Network	  
Security	  

Big	  Data	  Mining	  Machine	  
Learning	  
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Hybrid	  Behavior-‐Based	  Defense	  
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Vic3ms	  
behavior	  
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Hybrid	  Behavior-‐Based	  Defense	  

7	  

Vic3ms	  

Normal	  Users	  

+	  
behavior	  
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Hybrid	  Behavior-‐Based	  Defense	  
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Vic3ms	  

Normal	  Users	  

+	  
behavior	  

AAackers	  
behavio

r	  
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Hybrid	  Behavior-‐Based	  Defense	  
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Vic3ms	  

Normal	  Users	  

+	  
behavior	  

AAackers	  
behavio

r	  

Learn	  Adap3ve	  
Defense	  Models	  
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Measuring	  and	  Detec%ng	  Malware	  Downloads	  
in	  Live	  Network	  Traffic	  
Phani	  Vadrevu1,	  Babak	  Rahbarinia1,	  	  

Roberto	  Perdisci1,2,	  Kang	  Li1,	  Manos	  Antanokakis3	  
1University	  of	  Georgia,	  2Georgia	  Tech,	  3Damballa	  Labs	  
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malicious
website

malware
download

-‐ 	  Detect	  malware	  	  	  
-‐ 	  Use	  provenance	  info	  
-‐ 	  Download	  behavior	  

hBp://amico.googlecode.com	  
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Malware	  Downloads	  

•  Social	  Engineering	  ABacks	  

•  Drive-‐by	  downloads	  
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Exis6ng	  Solu6ons	  

•  AV	  Signatures	  
–  	  Code	  obfusca6on	  /	  Polymorphism,	  lots	  of	  FNs	  
	  

•  URL	  Blacklists	  
– Mainly	  sta6c,	  lots	  of	  FNs	  
	  

•  DNS/IP	  Reputa6on	  Systems	  
–  Dynamic,	  but	  lots	  of	  FPs	  
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Accurate	  Malware	  Iden6fica6on	  via	  Classifica6on	  of	  
live	  network	  traffic	  Observa6ons	  

Who	  downloads?	  
What	  file?	  

from	  Where?	  

13	  

Download	  Behavior	  

Download	  Provenance	  
Characteris6cs	  
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How	  is	  Malware	  Distributed?	  
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Malware	   Benign	  EXEs	  

File	  content	   changes	  frequently	   is	  very	  stable	  

15	  

Malware	  Distribu6on	  Opera6ons	  are	  “Agile”	  
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Malware	  Distribu6on	  Opera6ons	  are	  “Agile”	  

www.xyz.com www.abc.info www.ghi.net

Malware	   Benign	  EXEs	  

File	  content	   changes	  frequently	   is	  very	  stable	  

Domain	  names	   change	  frequently	   are	  very	  stable	  
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Malware	  Distribu6on	  Opera6ons	  are	  “Agile”	  

Malware	   Benign	  EXEs	  

File	  content	   changes	  frequently	   is	  very	  stable	  

Domain	  names	   change	  frequently	   are	  very	  stable	  

IPs	   change	  somewhat	  frequently	   are	  rela%vely	  stable	  
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ABackers’	  Behavior	  +	  Users’	  Behavior	  
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Malware	  distribu5on	  
behavior	  

Users’	  file	  download	  
behavior	  

Who	  downloaded	  what?	  	  
From	  where?	   +	  
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malicious
website

malware
download

download
reconstruction

download
history

Learn Malware 
Provenance Models

ground truth

Provenance
Classifier

malware
download

alerts

AMICO
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malicious
website

malware
download

download
reconstruction

download
history

Learn Malware 
Provenance Models

ground truth

Provenance
Classifier

malware
download

alerts

AMICO

File	  Reconstruc6on	  

•  Reconstruct	  TCP	  Flows	  
•  Mine	  .exe	  files	  
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Download	  History	  DB	  

malicious
website

malware
download

download
reconstruction

download
history

Learn Malware 
Provenance Models

ground truth

Provenance
Classifier

malware
download

alerts

AMICO

•  Archive	  .exe	  files	  
•  Store	  metadata	  
•  Collect	  ground	  truth	  
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Classifier	  Training	  

malicious
website

malware
download

download
reconstruction

download
history

Learn Malware 
Provenance Models

ground truth

Provenance
Classifier

malware
download

alerts

AMICO

•  Measure	  provenance	  features	  
•  Label	  feature	  vectors	  
•  Train	  classifier	  
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Provenance	  Classifier	  

malicious
website

malware
download

download
reconstruction

download
history

Learn Malware 
Provenance Models

ground truth

Provenance
Classifier

malware
download

alerts

AMICO

•  Measure	  features	  for	  new	  downloads	  
•  Classify	  new	  download	  events	  
•  Generate	  malware	  alerts	  

25	  
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Feature	  Extrac6on	  
•  Past	  file	  downloads	  
•  Domain	  features	  
•  Server	  IP	  features	  
•  URL	  features	  
•  Download	  request	  features	  

²  The	  hash	  of	  the	  downloaded	  file	  

1.  How	  many	  6mes?	  
2.  How	  many	  clients?	  
3.  When	  was	  it	  first	  seen?	  

26	  
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Feature	  Extrac6on	  
•  Past	  file	  downloads	  
•  Domain	  features	  
•  Server	  IP	  features	  
•  URL	  features	  
•  Download	  request	  features	  
	  

²  The	  domain	  and	  its	  2LD	  
²  E.g.:	  downloads.bbc.co.uk	  &	  bbc.co.uk	  

²  	  For	  both	  domain	  &	  2LD:	  
1.  #	  total	  downloads	  
2.  #	  benign/malicious	  downloads	  
3.  Avg.	  #	  AV	  labels	  

27	  

www.xyz.com www.abc.info www.ghi.net
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Feature	  Extrac6on	  
•  Past	  file	  downloads	  
•  Domain	  features	  
•  Server	  IP	  features	  
•  URL	  features	  
•  Download	  request	  features	  

²  The	  server	  IP	  and	  its	  BGP	  Prefix	  

²  	  For	  both	  IP	  &	  BGP	  prefix:	  
1.  #	  total	  downloads	  
2.  #	  benign/malicious	  downloads	  
3.  Avg.	  #	  AV	  labels	  

28	  



N

I

S
etwork

ntelligence

ecurity

University of Georgia
Dept. of Computer Science

Feature	  Extrac6on	  
•  Past	  file	  downloads	  
•  Domain	  features	  
•  Server	  IP	  features	  
•  URL	  features	  
•  Download	  request	  features	  

²  The	  URL	  &	  URL	  structure	  (regex)	  
²  Example:	  	  	  

²  /aBach/u?ui=2&ik=69&th=1	  
²  /*/*?*=*&*=*&*=*	  

²  	  For	  both	  URL	  &	  URL	  structure:	  
1.  #	  total	  downloads	  
2.  #	  malware	  downloads	  
3.  #	  dis6nct	  files	  downloaded	  

29	  
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Feature	  Extrac6on	  
•  Past	  file	  downloads	  
•  Domain	  features	  
•  Server	  IP	  features	  
•  URL	  features	  
•  Download	  request	  features	  

²  Anomalies	  in	  the	  HTTP	  request	  

1.  Does	  Host	  have	  a	  valid	  domain	  name?	  
2.  Is	  Referer	  present?	  
3.  Length	  &	  depth	  of	  the	  URL	  
4.  Extension	  of	  the	  downloaded	  file	  

30	  

Detec6on	  ra6o:	  37/46	  	  

Detec6on	  ra6o:	  31/46	  	  
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Ground	  Truth	  
•  Par6al	  ground	  truth	  on	  past	  download	  examples	  

–  For	  labeling	  training	  data	  
–  For	  feature	  genera6on	  purposes	  

1.  Compute	  hash	  of	  the	  file	  
2.  Send	  the	  hash	  to	  VirusTotal	  (VT)	  
3.  Label	  the	  file	  using	  these	  rules:	  

a.  If	  hash	  is	  not	  present	  in	  VT:	  unknown	  
b.  If	  flagged	  by	  2	  or	  more	  trusted	  AVs:	  malware	  	  
c.  If	  0	  AVs	  flagged	  the	  file:	  benign	  
	  

 
 31	  



N

I

S
etwork

ntelligence

ecurity

University of Georgia
Dept. of Computer Science

Training	  &	  Deployment	  

Bootstrap	   Training	   Opera6on	  

Thousands	  
of	  users	  

32	  

Note:	  our	  release	  of	  AMICO	  ships	  with	  an	  “default”	  trained	  classifier	  
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Feature	  Analysis	  
(cross-‐valida6on)	  

Leaving	  1	  feature	  group	  out	   	  1	  Feature	  group	  at	  a	  6me	  
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Deployment	  
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89.8%	  Detec6on	  
0.5%	  FPs	  
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Interes6ng	  Findings	  

•  Unknown	  to	  VT:	  
–  28%	  unknonw	  malware	  downloads	  (1,031	  of	  3,655)	  
–  AMICO	  detected	  95.8%	  of	  those	  

•  Zero	  day	  malware	  downloads:	  
–  Ini6ally	  undetected	  by	  trusted	  AVs	  	  

•  detected	  as	  malware	  a:er	  1	  month	  

–  5.1%	  zero	  day	  malware	  downloads	  (187	  of	  3,655)	  	  
–  AMICO	  detected	  78.6%	  of	  those!	  

	  

35	  

#	  Malware:	  3,655	  
(eventually	  confirmed)	  
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Interes6ng	  Findings	  

•  Google	  Safe	  Browsing:	  
–  GSB	  detected	  only	  2.5%	  (93)	  malware	  downloads	  !!	  
–  AMICO	  detected	  95.8%	  (3,412)	  of	  the	  missed	  malware	  
downloads	  

–  Note:	  GSB	  browsers	  already	  block	  other	  malware	  
downloads	  

36	  

#	  Malware:	  3,655	  
(eventually	  confirmed)	  
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Push	  the	  Criminals	  Against	  the	  Wall!	  

Stable	  
Distribu6on	  
Infrastructure	  

	  Agile	  
Distribu6on	  
Infrastructure	  

37	  

AV	  
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Push	  the	  Criminals	  Against	  the	  Wall!	  

Stable	  
Distribu6on	  
Infrastructure	  

	  Agile	  
Distribu6on	  
Infrastructure	  

38	  

AV	  

hBp://amico.googlecode.com	  
NSF	  ACI	  –	  SDCI	  Sec	  
DHS	  TTP	  	  

Currently	  deployed	  
at	  UGA	  main	  campus	  
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•  Important:	  flow-‐based	  load	  balancing!	  
– Allows	  for	  correct	  TCP	  flow	  reconstruc6on	  

39	  

Example	  Deployment	  
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Syslogs	  Example	  (Malware)	  
 
 
Aug  5 12:24:07 netbox1 python: PE file download 
timestamp: 2014-08-05 12:23:00,  
client_ip: x.x.x.x,  
server_ip: 54.200.6.236, server_port: 80,  
host: spyappforall.name,  
url: /?
e=pcho&cht=2&dcu=1&cpatch=2&dcs=1&pf=1&unp=Azm9CdOLv7DVDyx
ECyFPg7x9Ae0KBfUKAe4MBG0VWznLDe4PBNq9geFI&publisher=95&dd=
4&country=US&ind=6575140181494437697&exid=0&ssd=6805163792
924606921&hid=13191006354824692162&osid=601&channel=0&sfx=
1&jc=1&category_name=PriceChop&install_date=20130805,  
referrer: None,  
sha1: 9b66a4f232b619f3f16b9bbb08ad02cffa92de77,  
md5: 5644905b7058d45e2b7f956467ddee45,  
file_size: 1205760, av_labels: 1,  
corrupt: False,  
amico_score: MALWARE#0.87#0.4 

40	  
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spyappforall.name	  

www-‐squid.cluster10.	  `-‐hos%ng-‐apps.com	  
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Cloudfront	  used	  for	  malware	  distribu6on	  

42	  

date	   MD5	   host	   size	   score	   tavs	   avs	   vt_query	  corrupt	  
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“Kyle	  and	  Stan”	  Malware	  Campaign	  
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date	   MD5	   host	   server	   size	   score	   avs	   vt_query	  
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“Kyle	  and	  Stan”	  Malware	  Campaign	  
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date	   host	   url	  
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perdisci@cs.uga.edu	  
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hBp://amico.googlecode.com	  
	  


